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Abstract— In recent years, linguistic steganography based on
text auto-generation technology has been greatly developed,
which is considered to be a very promising but also a very challenging research topic. Previous works mainly focus on optimizing
the language model and conditional probability coding methods,
aiming at generating steganographic sentences with better quality. In this paper, we first report some of our latest experimental
findings, which seem to indicate that the quality of the generated
steganographic text cannot fully guarantee its steganographic
security, and even has a prominent perceptual-imperceptibility
and statistical-imperceptibility conflict effect (Psic Effect). To further improve the imperceptibility and security of generated
steganographic texts, in this paper, we propose a new linguistic
steganography based on Variational Auto-Encoder (VAE), which
can be called VAE-Stega. We use the encoder in VAE-Stega to
learn the overall statistical distribution characteristics of a large
number of normal texts, and then use the decoder in VAE-Stega
to generate steganographic sentences which conform to both of
the statistical language model as well as the overall statistical
distribution of normal sentences, so as to guarantee both the
perceptual-imperceptibility and statistical-imperceptibility of the
generated steganographic texts at the same time. We design
several experiments to test the proposed method. Experimental
results show that the proposed model can greatly improve the
imperceptibility of the generated steganographic sentences and
thus achieves the state of the art performance.
Index Terms— Linguistic steganography, variational autoencoder, perceptual-imperceptibility, statistical-imperceptibility,
Psic Effect.

I. I NTRODUCTION

G

LOBAL information sharing and interaction has become
an essential infrastructure of the information society.
At the same time, the protection of information security and
privacy has received more and more attention [1]. As summarised by Shannon [2], in cyberspace, there are three main
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information security systems, which are encryption system,
privacy system and concealment system. However, while
ensuring the security of information content, the encryption
system and privacy system will also expose the existence and
importance of the information itself, which may bring other
potential risks to the whole security system [3]. The biggest
difference between the concealment system and the former two
systems is that, it mainly focuses on embedding important
information into common carriers, hiding the existence and
thus ensure its security.
Theoretically, any carrier with redundant information space
can be used to hide secret information inside, such as image
[4], [5], audio [6]–[8], text [9]–[18] and so on [19], [20].
For different periods of historical development (whether in the
paper-media age or the electronic-media age), text is one of the
most important information carriers, playing a very important
role in human lives [21]. However, in the long-term historical
development, in order to pursue communication efficiency,
text has formed very complicatedly semantic coding rules and
thus has less semantic ambiguity and information redundancy
[22]. These historical conditions have brought a very broad
application to the field of text steganography, but at the same
time, they have also brought great challenges.
A typical concealment system can be illustrated by the
“Prisoners’ Problem" [23], which can be described as follows.
Alice and Bob were held in two different cells, trying to plan
a jailbreak by covert communication. But all their communication content will be reviewed by the guard Eve. Once Eve
detects the existence of secret information, she will interrupt
the communication channel. Facing this situation, Alice tries to
use a steganographic function f () to embed the secret message
m ∈ M into a common carrier c ∈ C under the control of the
secret key k A ∈ K, and then sends the formed steganographic
carrier s to Bob through a public communication channel.
After receiving the carrier s transmitted from Alice, Bob
uses the corresponding extraction function g() to extract the
secret information m from the steganographic carrier s. In this
scenario, the core goal of Alice and Bob is to ensure the
imperceptibility and security of their covert communication
process [24].
As summarized by Fridrich [25], in general, steganography algorithms can be divided into three categories: carrier
selection [26], carrier modification [27] and carrier generation
[7], [10]–[12], [12]–[18]. The biggest difference between the
carrier generation based steganography and the other two kinds
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of methods is that, the other two kinds of steganographic
methods will be given a carrier with complete semantic before
and then they hide the secret information inside. However,
steganographic methods based on carrier generation need to
generate the carrier by themselves. The difference between
carrier modification based steganography and carrier generation based steganography can be discribed as the following
mathematical forms:

Emb : C × K × M → S, f mod (c, k A , m) = s,
(1)
Emb : K × M → S,
f gen (k A , m) = s.
where fmod () and f gen () represent modification and generation
steganographic algorithms, respectively. Such fundamental
structural differences bring both huge advantages as well
as challenges to the carrier generation based steganographic
methods. The advantage is that it gives more freedom for Alice
to hide secret information into the carrier. Alice does not need
to worry about the embedded secret information will destroy
the statistical distribution of the original carriers. This makes
it possible for them to obtain higher information embedding
rate [13], [14].
But these differences also bring huge challenges. Since
there is no semantically complete carrier given in advance,
the first challenge for such methods is, how to automatically
generate a semantic-complete and natural-enough information
carrier? Secondly, even if the first challenge could be solved,
how to further ensure the imperceptibility of these generated
steganographic carriers? For steganography methods based
on carrier modification, they have a semantically complete
carrier in advance, so they can focus on the second challenge,
namely, to reduce the impact of embedded extra information
on the original carrier [28]–[30]. However, for the carrier
generation based steganographic methods, the solution to
the first challenge is the primary guarantee for the successful implementation of the entire covert communication
process.
In the past few decades, a large number of researchers
have tried to use different text generation methods to realize
text steganography. They used text generation methods which
based on syntax rules [31], or statistical methods such as
Markov model [12], [32], [33], or tried to combine these
two aspects [10]. However, these methods have their limitations [13]. The steganographic texts generated by these
methods are still easy to be recognized, that is, they fail to
fully solve the first challenge, which limits the imperceptibility
and security of the entire covert communication process.
In recent years, with the development of artificial neural
networks (ANN) and natural language processing (NLP) techniques, more and more automatic steganographic texts generation models based on neural networks have emerged [13]–[18].
This kind of methods mainly first use neural networks to learn
the statistical language model of a large number of normal
sentences, and then automatically generate sentences based
on the learned language model, and finally realize the secret
information hiding by reasonably encoding the conditional
probability distribution of each word in the generation process.
These methods have now been able to generate steganographic
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Fig. 1. In order to ensure the imperceptibility of the generated steganographic sentences, steganographic method should try to reduce the overall
statistical distribution difference between normal sentences and steganographic
sentences as much as possible.

text that looks natural enough, which makes a big progress on
solving the first challenge [13], [14], [16], [17].
At this stage, we need to further consider the second
challenge, that is, how to ensure the imperceptibility of the
generated steganographic sentences. To achieve this goal,
the following questions need to be answered: 1) What is the
imperceptibility of the generated steganographic sentences?
2) Is the better quality of the generated steganographic sentences, the better imperceptibility of them? 3) If not, how
should we generate steganographic sentences with high quality
and high imperceptibility at the same time?
In this paper, we will answer these questions in turn from
theoretical analysis, model design, and experimental results.
We first follow Cachin’s analysis of the security of the
steganographic algorithm [34], pointing out that the core goal
of a text steganography is to reduce the statistical distribution
difference between normal and steganographic texts as much
as possible, which has been illustrated in Figure 1. Secondly,
we report our latest experimental results, which show
that the quality of the generated steganographic texts is not
completely equivalent to the imperceptibility of them. In order
to further clarify the difference between these two concepts,
we divide the text imperceptibility into two parts, namely
perceptual-imperceptibility and statistical-imperceptibility,
respectively. Thirdly, to further improve the imperceptibility of
generated steganographic texts, in this paper, we propose a new
linguistic steganography based on Variational Auto-Encoder
(VAE), which can be called VAE-Stega. We use the encoder in
VAE-Stega to learn the overall statistical distribution characteristics of normal texts, and then use the decoder in VAE-Stega
to generate steganographic sentences which conform to both of
the statistical language model as well as the overall statistical
distribution of normal sentences, so as to guarantee both the
perceptual-imperceptibility and statistical-imperceptibility of
the generated steganographic texts, thus increase the security
of the whole covert communication processing.
In the remainder of this paper, Section II introduces
related works about linguistic steganography based on text
auto-generation technologies. To better illustrate the motivation of this work, in Section III, we will first report
some of our latest experimental results and try to clarify the differences between perceptual-imperceptibility and
statistical-imperceptibility. A detailed explanation of the proposed VAE-Stega model will be elaborated in Section IV. The
following part, Section V, presents the experimental evaluation
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results and gives a comprehensive discussion. Finally, conclusions are drawn in Section VI.
II. R ELATED W ORK
Text steganography based on text automatic generation
technology has attracted a lot of researchers’ attention for
a long time due to its wide application prospects. In the
earliest age, researchers could only generate sentences without
semantic information and grammatical rules [35]. Later, some
researchers tried to introduce syntactic rules to constrain the
generated texts [31], but the steganographic sentences generated by these methods were simple and could be easily recognized. After that, researchers tried to combine some natural
language processing technologies to generate steganographic
sentences [10], [12], [32], [33], [36].
In the field of natural language processing, we can usually
model a sentence as a sequence signal. Assuming that a
text set contains N different words, all the appeared words
can construct the corresponding dictionary D, where D =
{D1 , D2 , . . . , D N }. For a sentence S with length n, the number
of all possible combinations can be N n . However, most combinations do not contain complete semantic information. In order
to obtain a semantically complete word sequence, the most
common approach is based on statistical language model
(LM) [37]. Statistical language model first learns conditional
distribution probability of each word in normal sentences by
training on a large normal sentences set, that is:
p(S) = p(w1 , w2 , w3 , . . . , wn )
= p(w1 ) p(w2 | w1 ) . . . p(wn | w1 , w2 , . . . , wn−1 ), (2)
where S denotes the whole sentence and wi denotes the i -th
word in it. When the model training is completed, the model
can calculate the conditional probability distribution of the
next word based on the previously generated words, and
then iteratively select the words according to their conditional
probability as the output until the termination condition is
encountered [38].
At present, most of the steganographic text automatic
generation models are under the following framework: using
a well-designed model to learn the statistical language
model from a large number of normal sentences, and then
implementing secret information hiding by encoding the
conditional probability distribution of each word in the text
generation process [12]–[17]. In this framework, the early
works mainly use Markov model to approximate the language
model and calculate the conditional probability distribution
of each word [12], [33]. However, due to the limitations of
Markov model itself [13], the quality of the text generated
by Markov model is still not good enough, which makes it
easy to be recognized. In recent years, with the development
of natural language processing technology, more and more
steganographic text generation models based on neural
network models have emerged [13]–[18]. Fang et al. [15] first
divide the dictionary and fixedly encode each word, and then
use the recurrent neural network (RNN) to learn the statistical
language model of natural text. Finally, in the automatic text
generation process, different words are selected as output

at each step according to the information that need to be
hidden. Yang et al. [13] changed the encoding process to
dynamic coding based on conditional probability distribution,
they propose to use a full binary tree or a Huffman tree
to conduct Fixed-Length Coding (FLC) or Variable-Length
Coding (VLC) of each word based on their conditional
probability, and output corresponding words according
to the secret information needs to be hidden, so as to
realize the embedding of hidden information in the sentence
generation precess. Dai and Cai [16] further proposed an
improved encoding algorithm called patient-Huffman, which
used the Kullback-Leibler (KL) divergence of the conditional
probability distribution of each word in the generation process
to dynamically adjust the embedding rate of each word and
further improve the quality of the generated steganographic
text. Ziegler et al. [17] proposed to use arithmetic coding
to encode the conditional probability distribution during the
generation process, thereby further reducing the difference
between the conditional probability distribution of words in
the generated steganographic text and that of normal text.
These neural network based text automatic generation
methods can better fit the statistical language model of
normal sentences than Markov models, so that the quality
of generated steganographic texts have been significantly
improved [13]–[17]. But our latest experiment results show
that these methods can only solve the first challenge,
which is to automatically generate semantic-complete and
natural-enough steganographic sentences. However, due to the
lack of optimizing the overall statistical distribution difference
between normal sentences and generated steganographic
sentences, they still fail to solve the second challenge well,
resulting in great security risks.
III. T HE P SIC E FFECT
Previous neural network-based steganographic text generation models [13]–[17] are designed to generate words sequence
of optimal conditional probabilities as much as possible. This
optimization goal can only guarantee the generated steganographic text of high quality. But is the better quality of the
generated steganographic sentences, the better imperceptibility
of them? We did some experiments to verify this conjecture.
In order to illustrate our motivation and model design more
conveniently, we will first show some experimental results in
this section. More details about the experiment settings and
results can be found in Section V.
Firstly, we trained the RNN-Stega model [13] on IMDB
dataset [39], and then used the trained RNN-Stega model
to generate 1,000 steganographic sentences at each different
embedding rate. Secondly, we calculated the mean per plexi t y
of these generated steganographic sentences under different
embedding rates. In the field of Natural Language Processing, per plexi t y is a standard measure for language model
testing [40], it’s mathematical expression can be found in
Equation (27). Usually, the smaller the value of per plexi t y,
the better language model of the generated sentences. Thirdly,
we mixed the sentences with different embedding rates, then
we strictly followed the requirements of the double-blind

Authorized licensed use limited to: China University of Geosciences Wuhan Campus. Downloaded on October 09,2020 at 00:48:04 UTC from IEEE Xplore. Restrictions apply.

YANG et al.: VAE-STEGA: LINGUISTIC STEGANOGRAPHY BASED ON VAE

883

Fig. 3.
The black line represents the distribution of normal sentences,
while the other color lines represent the steganographic text with different
embedding rates generated by RNN-Stega model [13].
Fig. 2. The Psic Effect faced by RNN-Stega [13]. It can be clearly seen
that with the increase of the embedding rate, the quality of the steganographic text generated by RNN-Stega [13] is gradually getting worse, but
its anti-steganalysis ability is gradually increasing. We named this conflicting
phenomenon of perceptual-imperceptibility and statistical-imperceptibility as
Perceptual-Statistical Imperceptibility Conflict Effect (Psic Effect).

experiment and invited 11 people who had been screened
by the English expression and reading ability to rate the
quality of these sentences (1-5 points, the higher, the better).
We calculated the average human scores of these generated
steganographic sentences under different embedding rates,
which can represent the subjective quality of these generated
sentences. Finally, we mixed steganographic sentences at each
different embedding rate with equal amount of normal sentences, and then used the recently proposed text steganalysis
model [41] to detect them. We repeated this experiment
10 times and recorded the mean and standard deviation of
the detection accuracy (calculated as formula (30)) under
different embedding rates. The experiment results1 are shown
in Figure 2, in which the abscissa represents the average
number of bits embedded in per word (bpw). The orange
line indicates the calculated mean per plexi t y (the smaller,
the better) of these generated steganographic sentences. The
size and transparency of the dots represent the average human
score (the larger, the better), with the specific score at the top.
The blue line represents the steganographic detection accuracy
(the lower, the better) under different embedding rates.
According to Figure 2, we can draw the following conclusions. Firstly, with the increase of the embedding rate,
the trend of per plexi t y and the human score of the generated
steganographic sentences is consistent, they both indicate
that the quality of the generated steganographic sentences
are getting worse. This is in line with our expectations and
also the conclusions of previous related works [13], [16],
[17]. Secondly, we found that the quality of the generated
steganographic sentences is not equivalent to the imperceptibility of them. As shown in Figure 2, when bpw is less
1 All the experimental data and codes used in this paper will be released on
https://github.com/YangzlTHU/VAE-Stega, everyone can repeat these experimental results.

than 2, the quality of the generated steganographic sentences
are the best, but they are the easiest to be detected; when
bpw is around 5, the quality of the generated steganographic
sentences are the worst, but its ability to resist steganalysis is
the strongest. Thirdly, we noticed a very unusual phenomenon:
with the increase of embedding rate, the accuracy of steganographic detection gradually decreases, which means that the
generated steganographic sentences become more difficult to
detect. This phenomenon is not isolated. In the experimental part of Section V, we used a variety of steganalysis
algorithms to verify this phenomenon from multiple datasets
and finally draw the same conclusion. Ziegler et al. [17] also
reported similar experimental results in a recent preprint. Their
experiments showed that as the embedding rate increases,
the KL divergence of the conditional probability distribution
of the generated steganographic sentences and that of normal
sentences decreased gradually (the lower, the better), but
the human evaluation score also decreased gradually. This
phenomenon seems to be different from our usual cognition.
In general, we believe that as the amount of additional information embedded in a carrier increases, the imperceptibility of
the carrier will decrease, which will be reflected in the increase
of steganalysis accuracy [5].
In order to further explain this anomalous phenomenon,
we carry out more in-depth experimental analysis. We calculated the per plexi t y of each generated steganographic
sentence under different embedding rates and compared their
distribution with that of normal sentences. The results are
shown in Figure 3, the black line represents the distribution
of normal sentences, while the other color lines represent the
steganographic text with different embedding rates.
Figure 3 can well explain the phenomenon in Figure 2.
Texts on public social networks are written by people of
different ages and backgrounds in different ways of expression. This leads to the fact that most of the human-written
sentences may not obey the optimal language model and
form a large variance. The previous automatic text generation
steganographic model [13], [16], [17] mainly focused on
optimizing the language model and the encoding method
of each word’s conditional probability distribution, that is
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Fig. 4. The imperceptibility of generated steganographic carriers consists of
two parts: the perceptual-imperceptibility, which indicates the quality of each
single generated carrier, and the statistical-imperceptibility, which indicates
the statistically inseparable of generated carriers from normal carriers.

p(d j | x 1 , x 2 , . . . , x t −1 , d j ∈ C P), where CP indicates the
candidate pool of each generated word, which is constructed
by calculating the conditional probability of the words in the
dictionary at each time and then selecting the words with high
probability. They mainly aimed at solving the first challenge,
that is, to make each generated steganographic sentence look
fluent enough. When the embedding rate is small, such as
bpw = 1, they can always choose words with almost the
highest conditional probability as the output of each time
step, so the quality of the steganographic sentences they
generated can be good enough. Reflected in Figure 3, the mean
and variance of their per plexi t y are small, forming a sharp
spike on the left. However, this also cause a huge difference
between the overall distribution of generated steganographic
sentences and that of normal sentences, which makes them
to be easily distinguished. As the embedding rate increases,
the candidate pool for each word gradually increases, and the
CP gradually approaches to the entire dictionary D, so the conditional probability distribution of each word in the generated
steganographic text gradually approaches to that of normal
sentences, so it becomes more and more difficult to distinguish
statistically. But at the same time, the model is more and more
likely to select words with lower conditional probability, so the
text quality begins to decline, reflected in the mean value of the
per plexi t y distribution curve in Figure 3 gradually shifting
to the right, and the variance gradually increasing.
With the increase of embedding rate, the different trend
of the quality and anti-steganalysis ability of generated
steganographic carriers represent two different aspects of
these generated steganographic carriers, we name them
perceptual-imperceptibility and statistical-imperceptibility,
which has been shown in Figure 4. Perceptual-imperceptibility
measures the quality of the generated steganographic carriers,
while statistical-imperceptibility measures the statistical
inseparability between the generated steganographic carriers
and normal carriers.
We think that the unique phenomenon showed in Figure 2 is
not accidental, it may be a common paradigm for generative
steganography methods. Because the feature expression of an
information carrier is almost infinite, the limited fitting ability
of artificially designed models can hardly cover all explicit
or implicit feature expressions. The “extreme optimization”
of a few features (such as the language model of sentences)
may harm the overall statistical distribution pattern of the
carriers, as shown in Figure 2 and Figure 3. For generative
steganography, as the generative model continues to be optimized to a certain stage, the perceptual-imperceptibility and

statistical-imperceptibility may display conflict patterns, which
we call the Perceptual-Statistical Imperceptibility Conflict
Effect (Psic Effect).
Facing the Psic Effect, Alice should balance these two
aspects of imperceptibility. If Alice only considers perceptualimperceptibility, she can generate steganographic carriers with
high quality, but it may make it easily be detected by Eve
through statistical analysis due to the large differences in
overall distribution with normal carriers. If Alice only considers statistical-imperceptibility, the quality of the generated
steganographic carriers may be very poor, which may also lead
to being easily recognized by human Eve.
In the rest of this paper, we will continue to take the text as
the study subject and illustrate how to use the VAE architecture
to balance and optimize the two aspects of imperceptibility
under the influence of the Psic Effect.
IV. TS-VAE M ETHODOLOGY
For a text set with a dictionary D, each sentence S with
length n is sampled out from the space C = {wi |wi ∈ D}n ,
and the total sentences in space C will form a probability distribution PC . According to Kerckhoff’s principle [42],
we can assume that Eve has a complete knowledge of the
steganographic channel, including the used cover text set and
its distribution PC , as well as the steganographic method
that Alice may choose. Therefore, Eve can construct a large
number of steganographic carriers using the corresponding
steganographic algorithm, so we can assume that Eve also
knows the statistical distribution of steganographic carrier
space, which can be descripted as PS .
The information-theoretic definition of the security is quantified in terms of the Kullback-Leibler (KL) divergence [34]
of observation x ∈ X between the distributions of C and S:

PC (x)
D K L (PC ||PS ) =
PC (x)log
.
(3)
PS (x)
x∈X

In order to ensure the imperceptibility of the whole steganographic system and resist steganalysis from Eve, the core goal
of steganographic methods is to reduce the statistical distribution difference between cover carriers and steganographic
carriers, that is, to reduce the KL divergence of PS and PC ,
which is D K L (PC ||PS ).
In order to achieve this goal, in this paper, we propose
a text generation steganography based on variational
auto-encoder (VAE-Stega). Compared with the previous
methods, VAE-Stega further considers the overall statistical
distribution characteristic of normal sentences in the process
of generating steganographic sentences. Thus, it can further
improve statistical-imperceptibility while ensuring certain
perceptual-imperceptibility.
A. Variational Auto-Encoder Structure
Variational auto-encoder is a generative model which was
proposed by Kingma and Welling [43] and Rezende et al. [44],
it has shown amazing performance on a variety of media generation tasks [45]–[47]. A variational auto-encoder conforms
to the general auto-encoder architecture, which typically maps
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a single sample x to a feature space z ∈ Z through an encoder
and then reconstructs the feature into a raw sample using a
decoder, that is:

Encoder : X → Z, f (x) = z,
(4)
Decoder : Z → X , g(z) = x  .

The second term is the KL divergence of the approximate from
the true posterior. Since this KL divergence is non-negative,
then:

Then by minimizing the difference between the reconstructed
sample x  and the original sample x, we can get the optimal
mapping from the sample space to the feature space. However, an auto-encoder only learns the point-to-point mapping
between samples and features, so the decoder can only reconstruct the original samples, but can not generate new samples.
Since the statistical-imperceptibility requires that the statistics distribution of generated steganographic sentences and that
of normal sentences should be close enough, then our basic
idea is to find an encoding function to embed normal sentences
to a latent space Z, forming a distribution of pZ . After that,
we can randomly sample from the latent space according to
its distribution and get a sampled latent vector z. We send
this vector z into the decoder and then generate a sentence
under the constraint of z, thus can keep the distribution of
generated sentences conforms to that of normal sentences. The
process of decoder can be expressed as gθ (x|z). It defines
a joint probability distribution over data and latent variables:
pθ (x, z). We can decompose this into the likelihood and prior:

= Eqφ (z|x)[logpθ (x|z)] − D K L (qφ (z|x)|| pθ (z))
= L(θ, φ).
(9)

pθ (x, z) = pθ (x|z) pθ (z).

(5)

The goal of the encoder is to map the given observation data
x into a multi-dimensional space and obtain its corresponding
multi-dimensional feature vector z. Thus we can change formula (5) into:
pθ (x|z) pθ (z)
.
(6)
pθ (z|x) =
pθ (x)
Unfortunately, this integral requires exponential time to compute p(x) as it needs to be evaluated over all configurations
of latent variables. We therefore need to approximate this
posterior distribution.
Kingma and Welling [43] introduced a recognition model
qφ (z|x) as an approximation to the intractable true posterior
pθ (z|x), also as a probabilistic encoder. We can use KL divergence to measure the similarity of these two distributionsï¼š
D K L (qφ (z|x)|| pθ (z|x))

qφ (z|x)
=
qφ (z|x)log
pθ (z|x)
z∈Z

qφ (z|x)[logqφ (z|x) − logpθ (z|x)]
=
z∈Z

=



qφ (z|x)[logqφ (z|x) − logpθ (x, z) + logpθ (x)]

z∈Z

=



qφ (z|x)[logqφ (z|x) − logpθ (x, z)] + logpθ (x)

z∈Z

= Eqφ (z|x)[logqφ (z|x) − logpθ (x, z)] + logpθ (x).

(7)

Then we can get:
logpθ (x) = Eqφ (z|x)[logpθ (x, z) − logqφ (z|x)]
+ D K L ( pθ (z|x)||qφ (z|x)).

(8)

logpθ (x) ≥ Eqφ (z|x)[−logqφ (z|x) + logpθ (x, z)]
= Eqφ (z|x)[−logqφ (z|x) + logpθ (x|z) + logpθ (z)]

Here, L(θ, φ) is called the lower bound on the marginal likelihood of datapoint x. If we want to maximize the log-likelihood
function logpθ (x), we can maximize the variation lower bound
L(θ, φ). The loss function of the variational auto-encoder is
the negative
log-likelihood with a regularizer. The total loss is
N
Lossi for N total datapoints. The loss function for
then i=1
datapoint x is:
Loss = −L(θ, φ)
= −Eqφ (z|x)[logpθ (x|z)] + D K L (qφ (z|x)|| pθ (z)).

(10)

In equation (10), qφ (z|x) can be regarded as an encoder,
which maps the training samples to the latent spaces Z.
pθ (x|z) can be regarded as a decoder, which samples the
latent vector z from the latent space Z and then generates new
samples. The first term of equation (10) is the reconstruction
loss, which encourages the decoder to learn to generate new
sentences from latent space Z. The second term is the regularizer loss, which is the Kullback-Leibler divergence between
the encoder’s distribution qφ (z|x) and pθ (z). It is worth noting
that pθ (z) acts as a regularizer on the overall distribution
learned by the encoder, so in fact it can be any distribution
function. Here, in order to simplify the calculation of KL
divergence, we follow Kingma and Welling [43] and set it
to be the standard Normal distribution with mean zero and
variance one, that is Nor mal(0, 1).
B. Encoder in VAE-Stega
In VAE architecture, any model can be used as an encoder
as long as it can extract the feature expression of the input
sentence and map it to the feature space Z. In this paper,
we designed and compared two different encoders, one of
them use a recurrent neural network with LSTM units as
the encoder, we call it VAE-Stega (LSTM-LSTM). The other
use Bidirectional Encoder Representations from Transformers
(BERT) [48] as the encoder, we call it VAE-Stega (BERTLSTM). Next, we will first introduce VAE-Stega (BERTLSTM) in detail, whose structure has been shown in Figure 5.
BERT is a pre-trained text feature extraction model based on
transformer structure [49], due to its remarkable ability of text
feature extraction and expression, BERT has been widely used
in the field of natural language processing. The transformer
architechture is composed of a stack of identical layers, each
of which contains multi-head self-attention sublayer and a
position-wise fully-connected sublayer.
For each independent sentence x in a big training corpus,
it can be regarded as a sequential signal and the i -th word in
x can be viewed as the signal at the time point i , that is
x = {x 1 , x 2 , x 3 , . . . , x n }, ∀ x j ∈ D

(11)
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Fig. 5. A detailed explanation of the proposed VAE-Stega model. We use the encoder in VAE-Stega to learn the statistical distribution characteristics of a large
number of normal sentences, and then use the decoder in VAE-Stega to generate steganographic sentences which conform to both of the statistical language
model as well as the overall statistical distribution of normal sentences, so as to guarantee both the perceptual-imperceptibility and statistical-imperceptibility
of the generated steganographic texts at the same time.

where x j indicates the i -th word in sentence x and n is the
length of it, D is the dictionary which contains all possible
words. We map each word in x to a dense semantic space with
a dimension of d, that is x i ∈ Rd . To consider the order of
words in the input sentence, similar to the method proposed
in [49], we use a position encoding module to inject the
information about the position of each word into the proposed
model, that is:

P E (i,2 j ) = si n(i /100002 j/d ),
(12)
P E (i,2 j +1) = cos(i /100002 j/d ),
where i is the word index in input sentence, j is the j -th
value in the embedding vector of x i . The position encodings
are simply added to the input embeddings to encode position
information. In order to get a more accurate semantic representation of x i , we need to consider the language environment of
it. Therefore we try to learn the semantic correlations between
x i and other words in the input sentence x. For example,
the correlation between x i and x j under a specific attention
head k can be calculated as follows:
ex p(φ (k)(x i , x j ))
(k)
αi, j = n
,
(k)
j =1 ex p(φ (x i , x j ))
1
(k)
φ (k) (x i , x j ) = √
(W (k) x i )(Wkey
x j ),
(ds ) quer y

(13)

where ds = dh /K , dh is the dimension of hidden states and K
(k)
(k)
is the number of attention heads. Wquer y , Wkey ∈ Rds ×dh are
transformation matrixes which map the words in sentence x
into the feature space Rdh . Next, we update the representation
of feature x i in subspace k via combining all relevant features
(k)
guided by coefficients αi, j :
(k)

si

=

n

j =1

(k)

(k)

(k)

αi, j (Wvalue x j ),

attention in the proposed model. After that, we concatenate
the output of each attention head, and then take the weighted
output as the whole output, that is:
(1)

si = Wout [si

(2)

⊕ si

where Wvalue ∈ Rds ×dh denotes the correlation matrix. The
above operations are just under one attention head. To help the
model jointly attend to information from different representation subspaces at different positions, we conduct multi-head

].

(15)

Here, ⊕ is the concatenation operator, Wout denotes the
weight matrix. Then the output of the multi-head self-atttention
sublayer will be S = {s1 , s2 , . . . , sn }. We employ a residual
connection [50] which denoted as R() and layer normalization
[51] on the output of each layer, then the processed output can
be denoted as follows:
S̃ = {s̃1 , s̃2 , . . . , s̃n } = Layer Nor m(R(S) + S).

(16)

We send this to the fully-connected sublayer, and the outputs
are as follows:

O = {o1 , o2 , . . . , on },
(17)
oi = W2 ReLU (W1 s̃i + b1 ) + b2 ,
where W1 , W2 and b1 , b2 are learned weight matrix and bias.
Similarly, residual connection and layer normalization are
applied to the output. The finnal output of this transformer
structure is denoted as follows:
Õ = {õ1 , õ2 , . . . , õn } = Layer Nor m( S̃ + O).

(18)

BERT is based on deep bidirectional transformers, each of
which will complete the semantic extraction operation of the
input sentence as described above. Finally, we use the output
of last layer in BERT as the contextual feature representation
of each input sentence, that is:
z(x) = B E RT (x).

(14)

(K )

⊕ . . . ⊕ si

(19)

Since we set pθ (z) to be the standard Normal distribution
Nor mal(0, 1), then, it requires the distribution of training
samples in the hidden space (qφ (z|x) in formula (10)) also
obeys the normal distribution as much as possible. We assume
that qφ (z|x) follows the normal distribution with the mean
→
→
vector −
μ and the standard deviation vector −
σ , that is,
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→
→
qφ (z|x) = N(−
μ,−
σ ). We use Highway network [52] to learn
→
−
→
vector μ and vector −
σ:

→
−
μ = H (Wμ , z(x))·T (Wμ , z(x))+z(x)(1−T (Wμ , z(x))),
→
−
σ = H (W , z(x))·T (W , z(x))+z(x)(1−T(W , z(x))).
σ

σ

σ

(20)
where Wμ and Wσ are the learnt weights. T () is the transform
gate which can be define as T (A) = f (WT A + bT ), where
WT is the weight matrix and bT is the bias vector, f () is a
nonlinear activation function.
In order to ensure the statistical-imperceptibility of the
generated steganographic sentences, we hope that the new generated steganographic sentences also conform to such overall
distribution characteristic in the feature space. To achieve this,
we consider to first randomly sample latent vector z from the
space according to pZ . Then we use the decoder to generate
sentences under the constraint of z, thus can keep the feature
distribution of generated sentences conforms to that of normal
sentences.
C. Decoder in VAE-Stega
For a sentence x with length n, which can be represented
as x = {x 1 , x 2 , . . . , x n }, x i ∈ D. The task of decoder is to
find a suitable word sequence with complete semantics and
correct syntax among N n possible combinations according to
the latent vector z sampled from the latent space Z.
Referring to the model proposed in [13], [47], in this work,
we use Recurrent Neural Network (RNN) as decoder for
steganographic sentences generation. We use LSTM unit as
the nonlinear transformation function of the hidden layer in
recurrent neural network, which can be described using the
following formulas:
⎧
⎪
It = σ (Wi · [h t −1 , x t ] + bi ),
⎪
⎪
⎪
⎪
⎪
F
⎨ t = σ (W f · [h t −1 , x t ] + b f ),
(21)
Ct = Ft · Ct −1 + It · tanh(Wc · [h t −1 , x t ] + bc ),
⎪
⎪
⎪
Ot = σ (Wo · [h t −1 , x t ] + bo ),
⎪
⎪
⎪
⎩h = O · tanh(C ).
t
t
t
where It , Ft , Ot indicate the input gate, the forget gate and
the output gate, separately. Wi , W f , Wc , Wo are the weights
in them and bi , b f , bc , bo are the bias. h t stands for the
hidden state at time step t. The memory cell Ct is a summation
of the incoming information modulated by the input gate
and previous memory modulated by the forget gate Ft . For
simplicity, we denote the transfer function of LSTM units
by f L ST M (∗). RNN can learn the statistical language model
from a large number of normal texts, and then calculate the
conditional probability distribution of the next word according
to the previous generated words, and finally it can generate
sentences that conform to such statistical language model.
Therefore, we can use a large number of normal texts to
train the proposed model, let it learn the statistical language
model and conditional probability distribution characteristics
of normal texts. After the training, when we use the trained
model to generate sentences, we refer to Bowman et al. [47]
and use the random sampled latent vector z as the initial state
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of RNN, then iteratively generate the following words. For
example, suppose currently we have alread generate i − 1
words and the model are going to generate the i -th word.
The model first calculates the semantic information of all the
previously generated i −1 words and stores in the hidden layer
of the decoder, that is:
ci−1 = f L ST M (x 1 , x 2 , . . . , x t −1 , z)

(22)

where ci−1 represents the output vector of LSTM, which
contains the semantic information of all the words generated
previously. Based on these information, after all the hidden
layers, we can calculate the probability distribution of the
i -th word. To be more specific, we define the Prediction
Weight (PW) as matrix W P ∈ Rr×N , that is
⎡ p
p
p ⎤
w1,1 w1,2 · · · w1,N
p
p ⎥
⎢ wp
⎢ 2,1 w2,2 · · · w2,N ⎥
WP = ⎢ .
(23)
.. ⎥
..
..
⎣ ..
.
. ⎦
.
p
p
p
wr,1 wr,2 · · · wr,N
where r indicates the number of LSTM units in the last hidden
layer of decoder. Then we use this learned matrix W P to
calculate the score for each word in the dictionary D, that
is
r

p
p
wk,i · oli,t + bi,t ,
(24)
yi =
k=1

bp

where W P and
are learned weight matrix and bias. The
dimension of the output vector y is N, which is the same size
of dictionary D. In order to calculate the probability of next
word at each step, we add a softmax classifier to the output
layer to calculate the conditional probability of each word in
dictionart D:
exp(yi )
p(d j | x 1 , x 2 , . . . , x t −1 , z) =  N
, d j ∈ D. (25)
j =1 exp(y j )
For the task of automatic text generation, we only need
to iteratively select the words with the highest conditional
probability in the dictionary each time as the output, so that
we can generate sentence with high quality. In fact, when
the training sample size is large enough, there is actually a
certain degree of redundancy in the conditional probability
distribution space at each time step, so we can achieve secret
information hiding by encoding it appropriately.
For VAE-Stega (LSTM-LSTM), it shares the same model
structure and the same decoder with VAE-Stega (BERTLSTM), the only difference is the encoder module. VAE-Stega
(LSTM-LSTM) uses a recurrent neural network with LSTM
units as encoder. It uses the output of the last hidden layer
at the last time step as the feature expression of the input
sentence. Therefore, for VAE-Stega (LSTM-LSTM), we only
need to replace Formula (19) with the following form:
z(x) = f Ll ST M (x),

(26)

where l indicates the number of hidden layers in the encoder
of VAE-Stega (LSTM-LSTM). After extracting the feature
expression of the input sentence, the follow-up operation
is completely consistent with VAE-Stega (BERT-LSTM) as
described above.
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The process of secret information hiding and extracting is
a completely opposite process. It is worth noting that, compared to previous steganographic text generation algorithms,
such as the RNN-Stega model [13], the proposed VAE-Stega
model needs to use the same latent vector sampled from the
latent space as the sender in the process of decoding each
steganographic sentence. In actual use, since the computer can
only generate pseudo-random numbers, the sender and receiver
only need to share the random seed generation algorithm
to ensure that the sampled latent vectors are synchronized,
so as to ensure correct extraction secret information in the
received steganographic text. At each time step, Bob inputs
each word into the same trained model and gets the conditional
probability distribution of next word. He firstly sorts all the
words in the dictionary in descending order of probability and
selects the top m words to form the Candidate Pool. Then he
encodes the candidate pool using the same encoding method
as the sender, such as Huffman coding [13] or arithmetic
coding [17]. Finally, according to the actual transmitted word
at the current moment, the reciever can successfully and
accurately decode the bits embedded in each word, thus to
complete the covert communication.
V. E XPERIMENTS AND A NALYSIS
Fig. 6. We refer to previous works and compare two different methods to
encode words in candidate pool using (a) Huffman coding (HC) [13] and
(b) arithmetic coding (AC) [17].

D. Information Hiding and Extraction
As described in the previous part, in the process of automatic text generation, at each step, the decoder will calculate
an N-dimensional conditional probability distribution vector,
where each dimension represents the probability that the corresponding word in the dictionary D can be selected to be the
output as the current step. The higher the probability of words,
the more consistent with learned language model, so the better
quality the text generated. When choosing different word
as current output, the conditional probability distribution of
subsequent words will be different.
At each time step for sentence generation, we first rank
the words in the dictionary D in descending order according to their conditional probability, then choose the top
m sorted words to build the Candidate Pool (CP). The
process of information embedding is to encode the candidate pool at each moment, and then output corresponding
candidate word according to the secret information to be
embedded, so that the generated text contains secret information. Generally speaking, the larger the candidate pool
is, the more bits can be embedded, but at the same time,
it is more likely to select words with lower conditional
probability at the current output and thus decrease the quality of generated sentence. In this paper, we refer to previous works and compare two different encoding methods,
namely Huffman coding (HC) [13] and arithmetic coding
(AC) [17], to illustrate the effectiveness of the proposed
VAE-Stega model.

In this section, we conducted several experiments to test
the performance of the proposed VAE-Stega model. Firstly,
we introduce the dataset used in our experiment, as well as the
model settings and training details. Then, we mainly analyze
the imperceptibility of the steganographic sentences generated
by the proposed model and some other previous related works.
A. Data Preparing and Model Training
In this work, we used the two large-scale public text datasets
to train our model, which were Twitter [53] and IMDB movie
reviews [39]. After pre-processing, which included converting
all words into lowercase, deleting special symbols, emoticons,
web links, and filtering low-frequency words, Twitter [53]
dataset contained a total of 2,639,083 normal sentences with
a dictionary size of 44,856, IMDB dataset [39] contained a
total of 1,282,804 normal sentences with a dictionary size
of 48,042.
Almost all the parameters in VAE-Stega model could
be obtained through training, but there were still some
hyper-parameters need to be determined. Through multiple
comparison experiments, these hyper-parameters were final
set to be as follows. For decoder, we used the same settings
as RNN-Stega [13] to generated sentences, namely, we set
the number of LSTM hidden layers to be 3, with each layer
containing 800 LSTM units. We used the B E RTB AS E [48] as
the encoder in VAE-Stega (BERT-LSTM), which contained
12 Transformer blocks with a hidden size of 768, and the
number of self-attention heads was 12. We set the dimension
of latent space to be 13, the number of Highway layers
was 2 with a hidden dimension of 1600. For encoder in
VAE-Stega (LSTM-LSTM) model, we set it the same as
the decoder. Each word in the dictionary was mapped to
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Fig. 7. The loss trems change with the iteration steps in the process of model
training.

an 353-dimensional vector and we used tanh as nonlinear
activation function σ in Equation(21).
All the parameters of the neural network need to be obtained
through training. In the training process, we updated network
parameters using backpropagation algorithm. By minimizing
the loss function, we hope that the proposed model can
learn both the statistical language model of normal sentences and their overall distribution pattern. In the process
of model training, we adopted the KL cost annealing strategy [47], so that the model can better take into account
the language model and overall statistical distribution constraints, which makes the steganographic sentences generated
by the decoder can have both high perceptual-imperceptibility
and statistical-imperceptibility. Figure 7 shows the values of
Loss varying with the number of iterations during training process of VAE-Stega (LSTM-LSTM) model on IMDB
dataset. The red line represents reconstruction loss which
calculated as per plexi t y of generated sentences and the blue
line represents KL divergence of qφ (z|x) and pθ (z), that is
D K L (qφ (z|x)|| pθ (z)).
From Figure 7, we can see clearly how the
proposed VAE-Stega model tries to coordinate the
perceptual-imperceptibility and statistical-imperceptibility of
the generated steganographic sentences under the influence of
the Psic Effect. When the model training started, the proposed
VAE-Stega model first quickly optimized the reconstruction
error, that is, optimized the language model to ensure
perceptual-imperceptibility. This part of the training process
is similar to the previous automatic steganographic text
generation model [13], [16], [17]. However, as we analyzed
in Section III, a good language model can only guarantee the
perceptual-imperceptibility of generated sentences. But the
overall distribution is still far from that of normal sentences,
which can be seen from Figure 7, that is, when the model was
iterated to nearly 2000 steps, the reconstruction error had been
optimized to be small, but the value of D K L (qφ (z|x)|| pθ (z))
was still very large. As the training process continues,
the model further optimized the overall statistical distribution
differences under the guidance of the loss function as shown
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in Formula (10). When the KL divergence error decreases
gradually, we can see that the reconstruction error increases
a little. This is also consistent with our previous analysis in
section III, that is, we do not need to deliberately optimize
the language model to the extreme to ensure the quality of
each generated steganographic sentence. Because sentences
on social network are written by different people from
different backgrounds in a casual environment, they do
not necessarily follow the optimal language model. If we
desperately optimize the quality of each generated sentence,
it will cause inconsistencies with the statistical characteristics
of the normal sample. In order to ensure consistency with
the statistical characteristics of normal sentences, we even
need to sacrifice sentence quality a little to make it not “so
perfect". With the further training of the proposed model,
in the end, the two error terms will be optimized to a stable
and optimal state, which will also make the two aspects of
the imperceptibility of generated steganographic sentences to
achieve an optimal balance.
B. Imperceptibility Analysis
To measure the imperceptibility of the steganographic sentences generated by the proposed VAE-Stega model, according
to the previous analysis, on the one hand, we need to test
the language model of the generated steganographic sentences, which is measured by per plexi t y (ppl); on the other
hand, we need to test the differences between the overall
distribution of generated steganographic sentences and that
of normal sentences, which is measured by Kullback-Leibler
divergence (KLD) and Jensen-Shannon divergence (JSD).
In the field of natural language processing, per plexi t y is a
standard measure for language model testing [40]. It is defined
as the average per-word log-probability on the test texts:
per plexi t y = 2− n log p(x) = 2− n log p(x1,x2 ,x3 ,...,xn )
1
1

= 2− n

1

n

j =1 log p(x j |x 1 ,x 2 ,...,x j −1 )

,

(27)

where x = {x 1 , x 2 , x 3 , . . . , x n } is the generated sentence
and n is the length of it. Usually, the smaller the value of
per plexi t y, the better the language model of the sentences,
which indicates better quality of the generated sentences (the
experimental results in Figure 2 can verify this conclusion).
So it can be used to represent perceptual-imperceptibility.
We have also calculated the per plexi t y of real sentences
in the IMDB dataset and Twitter dataset, their mean value
are 134.11 and 128.14, respectively. Then, we can calculate
the difference between the mean per plexi t y of the generated
steganographic sentences and that of normal sentences under
different embedding rates, which is expressed as M P:
M P = |mean(P P L St ego ) − mean(P P L Normal )| (28)
However, as analysised in Section III, per plexi t y cannot
be used to measure the statistical-imperceptibility of generated steganographic sentences. Then, we refered to Cachin’s
analysis of the security of steganographic algorithm [34] and
used the Kullback-Leibler divergence (KLD) between the
overall distributions of generated steganographic sentences
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TABLE I
T HE M EASURE R ESULTS OF THE S TEGANOGRAPHIC S ENTENCES G ENERATED BY THE P ROPOSED VAE-S TEGA M ODEL AS W ELL
AS THE P REVIOUS R ELATED W ORKS

and normal sentences in feature space to evaluate statisticalimperceptibility. In addition, considering that KL divergence is
not a strict distance measure (asymmetric), and recently some
researchers have suggested using Jensen-Shannon divergence
to measure the security of the generative steganography algorithm [54], [55], so we also calculated the Jensen-Shannon
divergence (JSD) of the overall distributions between generated steganographic sentences and normal sentences, which is
defined as follows:
D J S (PC ||PS ) =

1
PC + PS
D K L (PC ||
)
2
2
1
PC + PS
+ D K L (PS ||
).
2
2

(29)

where, PC and PS represent the overall statistical distribution
of normal text and generated steganographic text, respectively.

In order to objectively reflect the performance of the proposed model, we also tested these indicators of the model
proposed by Fang et al. [15] and Yang et al. [13]. We trained
each model on these two datasets, and for each embedding
rates, we generated 1, 000 sentences for testing. In order to
ensure the objectivity of the evaluation, we used an independent third-party sentence mapping model [58] to embed
steganographic sentences generated by different models with
different embedding rates to the feature space and obtained
their overall statistical distributions. Then we can calculate
their KLD and JSD between the steganographic sentences
and normal sentences on this feature space. The experimental
results have been shown in Table I.
It is worth noting that according to our steganography
strategy, the size of candidate pool will directly affect the
final embedding rate. But since we use variable length coding,
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TABLE II
T HE A BILITY OF S TEGANOGRAPHIC S ENTENCES G ENERATED BY E ACH M ODEL (U SING H UFFMAN C ODING ) TO R ESIST
VARIOUS T EXT S TEGANALYSIS M ETHODS

there is no explicit correspondence between them. During the
experiment, we adjusted the candidate pool size to be 2, 4, 8,
16, 32 …, and then calculated the actual number of embedded
bits and the length of the generated text. Through the ratio of
these two, we got the actual information embedding rate under
different candidate pool sizes, that is, the bpw (bits per word)
recorded in Table I (as well as Table II, Table III, Figure 2 and
Figure 3).
Based on the results shown in Table I, we can draw the
following conclusions. Firstly, as we analyzed in Section III,
the optimization goal of the previous models, such as RNNStega [13], is to ensure that the conditional probability of each
word in the generated steganographic sentences is as high as
possible and thus to make the quality of the generated steganographic sentences is as good as possible. It final results that
the generated steganographic sentences have a low per plexi t y
value. However, the results lead to a huge difference between
the overall statistical distribution of them and that of normal
sentences, as shown in the calculation results of M P, KLD
and JSD. Secondly, we found that although the previous
experimental results of Ziegler et al. [17] showed that in the
process of text generation, the use of arithmetic coding on the
conditional probability distribution can reduce the difference
between the generated steganographic text and normal text in

the words’ conditional probability distribution compared with
Huffman coding. However, by comparing the KLD and JSD
of RNN-Stega (HC) and RNN-Stega (AC), due to they (both
Yang et al. [13] and Ziegler et al. [17]) lack constraints on the
overall statistical distribution of the text, the steganographic
text generated by these two coding methods still have a big
difference in the overall statistical distribution with that of
normal text (arithmetic coding is slightly better than Huffman
coding). Thirdly, we found that after we introducing the
VAE architecture, the model can therefore learn the overall
statistical distribution characteristics of normal text and further
constrain that of the generated steganographic text to a certain
degree, which can significantly reduce the difference between
the overall statistical distribution of generated steganographic
sentences and that of normal sentences, i.e. greatly improve
the statistical-imperceptibility, in the case of a little loss of
per plexi t y (not much, and it will not significantly affect the
perceptual-imperceptibility of the generated steganographic
sentences, which can be found in the Supplemental Materials).
C. Anti-Steganalysis Ability
As described in the “Prisoners’ Problem” scenario [23],
the ultimate goal of Alice and Bob is to cover up their convert
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TABLE III
T HE A BILITY OF E ACH T EXT G ENERATIVE S TEGANOGRAPHY TO R ESIST VARIOUS T EXT S TEGANALYSIS M ETHODS .(A RITHMETIC C ODING )

communication using steganographic algorithms. Therefore,
we also need to test the ability of the proposed VAE-Stega
model to resist steganalysis. We used the latest steganalysis
model [41], [56], [57] to detect the steganographic sentences
generated by VAE-Stega model and RNN-Stega model [13]
under different embedding rates and different conditional
probability coding methods (Huffman Coding (Table II) and
Arithmetic Coding (Table III)).
We use several evaluation indicators commonly used in
classification tasks to evaluate the performance of our model,
which are Accuracy (Acc) and Recall (R). The conceptions
and formulas are described as follows:
• Accuracy measures the proportion of true results (both
true positives and true negatives) among the total number
of cases examined
Accur acy =
•

TP +TN
.
T P + FN + FP + T N

(30)

Recall measures the proportion of positives that are
correctly identified as such.
Recall =

TP
.
T P + FN

(31)

TP (True Positive) represents the number of positive
samples that are predicted to be positive by the model,

FP (False Positive) indicates the number of negative samples
predicted to be positive, FN (False Negative) illustrates the
number of positive samples predicted to be negative and TN
(True Negative) represents the number of negative samples
predicted to be negative. Experiment results have been shown
in Table II and Table III.
From the results in Table II and Table III, we can draw following conclusions. Firstly, although the proposed VAE-Stega
model and RNN-Stega model are consistent in the aspects of
steganographic sentences generation, conditional probability
coding and secret information hiding, due to our consideration
of the overall statistical distribution characteristics of normal
sentences in the process of steganographic sentence generation, which greatly improves the statistical-imperceptibility of
the steganographic sentences generated by VAE-Stega, and
also greatly improves its ability to resist steganalysis. For
example, in Table II (where we used Huffman Coding for
conditional probability coding), when we used the steganalysis
model proposed in [41] to detect the movie reviews generated
by RNN-Stega [13], the detecting accuracy is 81.2% (bpw =
2.565). For VAE-Stega (LSTM-LSTM), the detecting accuracy
is 71.0% (bpw = 2.577), and for VAE-Stega (BERT-LSTM),
it’s 71.4% (bpw = 2.596). In Table III (where we used
Arithmetic Coding for conditional probability coding), when
we used the steganalysis model proposed in [56] to detect the
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movie reviews generated by RNN-Stega [13], the detecting
accuracy is 81.3% (bpw = 2.174). For VAE-Stega (LSTMLSTM), the detecting accuracy is 70.7% (bpw = 2.194), and
for VAE-Stega (BERT-LSTM), it’s 72.0% (bpw = 2.205),
which is reduced by almost 10%.
Secondly, the results in Table II and Table III confirm the
phenomenon in Section III again, that is, with the increase
of embedding rate, the detection accuracy of steganalysis text
generated by different models in different datasets is gradually
decreasing. However, it is worth noting that we think this is
the unique phenomenon of the current framework of steganographic text generation methods: using a well-designed model
to learn the statistical language model from a large number of
normal sentences, and then implementing secret information
hiding by encoding the conditional probability distribution
of each word in the text generation process. The reason for
this phenomenon, as we conjectured in Section III, is that
such methods [13], [16], [17] truncate their conditional probabilities when generating each word. As the embedding rate
increases, the truncated conditional probability distribution
gradually approaches to the true distribution, so the difference
of conditional probability distribution of each word in the
generated steganographic text gradually approaches to that of
normal sentences. Although this phenomenon may be peculiar,
we think that it should be regarded as a characteristic of this
steganography strategy rather than a disadvantage. After all,
in terms of actual use, we do hope that when the embedding
rate is relatively large, we can still maintain a relatively small
steganographic detection accuracy. In addition, it is necessary
to note that some results in Table I, Table II and Table III
seem to indicate that the performance of VAE-Stega (BERTLSTM) is worse than that of VAE-Stega (LSTM-LSTM). This
does not mean that we think the feature extraction ability of
BERT is inferior to that of LSTM. Actrually, it’s because we
directly used the trained BERT model released by [48]. It had
already pre-trained on the other dataset from ours, which may
affect its performance. But VAE-Stega (LSTM-LSTM) was
trained from scratch, so the encoder and decoder of VAE-Stega
(LSTM-LSTM) use the same word embedding space.
VI. C ONCLUSION
Linguistic steganography based on text auto-generation
technology is a current topic with great promise and challenges. In this paper, we first summarize two major challenges for steganographic methods based on carrier generation.
Further, by reviewing the previous related research works,
we further point out that the existing text generation based
steganographic models mainly focuse on solving the first
challenge, aiming at generating steganographic sentences with
better quality. But our latest findings show that the high-quality
of generated steganographic sentences is not enough to ensure
the overall imperceptibility. To distinguish these two concepts,
we call the former perceptual-imperceptibility and the latter
statistical-imperceptibility. Furthermore, we point out that the
Perceptual-Statistical Imperceptibility Conflict Effect (Psic
Effect) may be a common feature of generative steganography
methods, and relevant researchers should try to balance these
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two aspects of imperceptibility to ensure the security of the
generated steganography samples.
To achieve this goal and solve the second challenge, in this
paper, we propose a new linguistic steganography called VAEStega. We use the encoder in VAE-Stega to learn the overall
statistical distribution characteristics of a large number of
normal texts, and then use the decoder in VAE-Stega to
generate steganographic sentences which conform to both the
statistical language model as well as the overall statistical
distribution of normal sentences, so as to balance and optimize
the two aspects of imperceptibility under the influence of the
Psic Effect. Experimental results show that the proposed model
can greatly improve the imperceptibility of the generated
steganographic sentences when comparing with the previous
methods.
In fact, in addition to the two challenges mentioned in this
paper, carrier generation based steganography also faces the
third challenge: how to control the semantic expression of the
generated steganographic carriers? We can call it semanticalimperceptibility. Most of the existing text generation based
steganography methods can not control the semantics of the
generated steganographic sentences [12], [13], [15]–[18].
Yang et al. [24] recently established a new security constraint
framework for covert communication, which covers both
content security and behavioral security. In their experiment
part, it shows clearly that if we can’t control the semantic
expression of the generated steganographic sentence, even if
the quality of the steganographic sentence is good enough, it is
still very easy to be recognized. The RITS model [14] seems
to be the only work that tried to control the semantics of
the generated steganographic sentences, but it is only limited
to some specific scenarios and can not be applied to more
general application scenarios. To generate steganographic text
with controllable semantics may be the research front that we
need to further explore in the future. We hope that this paper
will serve as a reference guide for the researchers to facilitate
the design and implementation of better text steganography.
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